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Developing an information security program that adheres to the principle of security as a business enabler
must be the first step in an enterprise’s effort to build an effective security program. Following in the
footsteps of its bestselling predecessor, Information Security Fundamentals, Second Edition provides
information security professionals with a clear understanding of the fundamentals of security required to
address the range of issues they will experience in the field.

The book examines the elements of computer security, employee roles and responsibilities, and common
threats. It discusses the legal requirements that impact security policies, including Sarbanes-Oxley, HIPAA,
and the Gramm-Leach-Bliley Act. Detailing physical security requirements and controls, this updated edition
offers a sample physical security policy and includes a complete list of tasks and objectives that make up an
effective information protection program.

Includes ten new chapters●

Broadens its coverage of regulations to include FISMA, PCI compliance, and foreign requirements●

Expands its coverage of compliance and governance issues●

Adds discussions of ISO 27001, ITIL, COSO, COBIT, and other frameworks●

Presents new information on mobile security issues●

Reorganizes the contents around ISO 27002●

The book discusses organization-wide policies, their documentation, and legal and business requirements. It
explains policy format with a focus on global, topic-specific, and application-specific policies. Following a
review of asset classification, it explores access control, the components of physical security, and the
foundations and processes of risk analysis and risk management.

The text concludes by describing business continuity planning, preventive controls, recovery strategies, and
how to conduct a business impact analysis. Each chapter in the book has been written by a different expert to
ensure you gain the comprehensive understanding of what it takes to develop an effective information
security program.
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From reader reviews:

Peter Clark:

The particular book Information Security Fundamentals, Second Edition will bring someone to the new
experience of reading the book. The author style to explain the idea is very unique. In the event you try to
find new book to read, this book very acceptable to you. The book Information Security Fundamentals,
Second Edition is much recommended to you to learn. You can also get the e-book in the official web site, so
you can more readily to read the book.

Jack Alexandre:

Precisely why? Because this Information Security Fundamentals, Second Edition is an unordinary book that
the inside of the publication waiting for you to snap the item but latter it will jolt you with the secret it inside.
Reading this book next to it was fantastic author who else write the book in such remarkable way makes the
content inside easier to understand, entertaining approach but still convey the meaning completely. So , it is
good for you for not hesitating having this nowadays or you going to regret it. This unique book will give
you a lot of benefits than the other book include such as help improving your proficiency and your critical
thinking technique. So , still want to hold up having that book? If I were being you I will go to the guide
store hurriedly.

Kate Sutton:

This Information Security Fundamentals, Second Edition is fresh way for you who has interest to look for
some information given it relief your hunger details. Getting deeper you in it getting knowledge more you
know or perhaps you who still having bit of digest in reading this Information Security Fundamentals,
Second Edition can be the light food for yourself because the information inside this specific book is easy to
get simply by anyone. These books produce itself in the form and that is reachable by anyone, that's why I
mean in the e-book application form. People who think that in guide form make them feel sleepy even dizzy
this e-book is the answer. So there is no in reading a guide especially this one. You can find what you are
looking for. It should be here for a person. So , don't miss the idea! Just read this e-book kind for your better
life and knowledge.

Colleen Williams:

You can find this Information Security Fundamentals, Second Edition by visit the bookstore or Mall. Only
viewing or reviewing it might to be your solve problem if you get difficulties to your knowledge. Kinds of
this guide are various. Not only through written or printed but can you enjoy this book through e-book. In the
modern era similar to now, you just looking of your mobile phone and searching what their problem. Right
now, choose your personal ways to get more information about your book. It is most important to arrange
yourself to make your knowledge are still up-date. Let's try to choose right ways for you.
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